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PROBLEM DESCRIPTION

U.S. SOFTWARE QUALITY AVERAGES CIRCA 2012

Commercial | Embedded

Software Software
Defect Potentials (Defects/FP) 5 5,5
Defect Removal Efficiency 90% 95%
Delivered Defects (Defects/FP) 0,5 0,3

SOFTWARE SIZE VS DEFECT REMOVAL EFFICIENCY

10 FP 100 FP 1000 FP 10000 FP
Defect Potentials (Defects/FP) 2,45 3,68 5,00 7,60
Defect Removal Efficiency 92% 90% 85% 78%
Delivered Defects (Defects/FP) 0,2 0,37 0,75 1,67

ACCEMiC

Capers Jones
Olivier Bonsignour

Source: C. Jones, O. Bonsignour, “The Economics of Software Quality”, Pearson Education, Inc. 2012
« Data collected from 1984 through 2012
* About 675 companies (150 clients in Fortune 500 set)
+ About 13,500 total projects

1 FP (Function Point): ~160 LOC (C language), ~64 LOC (ADA), ~32 LOC (C++)
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Post release software defects

Multicore is expected to become the
dominant technology in automotive by 2020
(IDCresearch)
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Costs of failure reproduction

Cost components Costs

Hourly labor rate 200,00 €*
Number of personnel 4%
Rent 41,67 €*
Maintenance Hardware 33,00 €*
Energy consumption 12,00 €*
Other 30,00 €*
Total cost per hour 916,67 €*
Reproducibility [%] 50 21,04 10,004
Tests per Reproduction 0,5 1,66 3,32 5,34 9,75 21,76 449 113,97
Number of Reproductions| 5 5 5 5 5 5 5 5
Total Quantity of Tests 5 8,3 16,6 26,7 | 48,75 | 108,8 | 224,55 | 569,85
Time per Test [h] 1 1 1 1 1 1 1 1
Total Time 5 8,3 16,6 26,7 48,75 | 108,8 224,5 569,85
Hourly Rate RIG [€] 917" | 917* 917%* 917%* 917* 917* 917* 917*
Cost per Failure [1073 €] | 2,29* | 7,61* | 15,22* | 24,48* | 44,70* | 99,77* | 205,87* | 522,55*

(B. Hanke and F. Schulz, “Assessment of multi-core integration infrastructure for military avionics,”
University of German Armed Forces Munich, Manching, Munich, 2014)
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Scientific debugging

Observed Failure

Brain

( Hypothesis w power

[ Refine hypothesis } { Experiment 1 [ New hypothesis ]
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conclusion
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PROBLEM DESCRIPTION

What are the major challenges you face in developing software for embedded multicore systems?

2407.13 Entwickler fahien sich beim Multicore-Debugging im Stich gelassen

I:mmONII(S
60
Fraunhofer-Umfrage
Entwickler fiihlen sich beim Multicore- 50
Debugging im Stich gelassen 40
Eine Umfrage unter 30 -

Softy icklern zeigt gr
Probleme bei der Multicore- 20 -
Programmierung auf: Beklagt wurden
unter anderem Defizite bei 10 - I
Werkzeugen fiir Debugging und Test.
Die Umfrage wurde vom Minchner T T T T T
Fraunhofer-Institut fir Eingebettete vl x5 (\, ,
Systeme und Kommunikationstechnik e}‘ {(-;
vorgenommen. Die 51 per Online- (e,@ 2
Fragebogen interviewten Teilnehmer
definierten Performanz, deterministisches ‘Qa
Verhalten und Echtzeit als die wichtigsten o
Anforderungen an Software fiir t'_,\e'
eingebettete Systeme. Dabei spielt sich
Echtzeit in der Regel zwischen 10ps und \6’ \‘_0
\:0(' v, NS

% of participants

10ms ab.

- Challenges related to
multicore observability

Source: Fraunhofer ESK: Trends and Challenges in Developing Software for Embedded Systems, 2013
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Multicore debugging requirements
e Root causes of sporadic failures must be identified quicker and more efficiently

e New multicore observation method which needs to:
= support analysis of trace data in real-time
* be non-intrusive
» trace processors for many hours not just a few seconds
= be capable of triggering on complex conditions which may have a high temporal spread
= adaptable in terms of observation focus without changing the software
= be capable to observe multiple failures concurrently due to low occurrence rate of single failure
= support high level description of trigger conditions and post-processing actions of trace extracts

e Multicore processors useable for mission avionic must support observation

@ AIRBUS

DEFENCE & SPACE

Non-
Intrusiveness

High level
trigger

Concurrently Long-
term
Adfopctjsble th; ?;gﬁx [Franz Munz: Sporadic failures — Implicationd for Multicore,

Multicore Application Debugging Workshop 2013]
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STATE OF THE ART: SOFTWARE-INSTRUMENTATION

Original source code

Instrumented source code

void foo()

{
bool found=false;
for (int i=0; (i<100) && ('found);
{
if (i==50) break;

if (i==20) found=true;

if (i==30) found=true;

}
printf ("foo\n") ;

++i)

void foo()

{

bool found=false;

for (int i=0; ((i<100) &&
(!'found) ; ++1i)
{
if ((i==50
break;
f‘> if ((i==20 )
found=true;
if ((i==30 )

found=true;

}
printf ("foo\n") ;

[Squish Coco - Code Coverage, froglogic GmbH, 2012: Figure 2.1 and Figure 2.8]

+ Easy to implement
+ Wide tool support

Page 11

Intrusive

Resources
(application blow up, execution slow down)

— Limited observability
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STATE OF THE ART: EMBEDDED TRACE

Recording of trace messages and offline analysis

Trace
messages

< s
Per CPUO P42 L2 L2 ‘
Per CPUL B 42 L2 ><¥
Mem cPu2 P42 L2 xf—_ .c

Mem CPU3 -V}{}{}{

Trace tool Host

Trace data
processing ——ResultsP>
(offline)

/
Dropped trace messages
PrOblem l (SoC vendor's responsibility)
Dropped trace messages
(tool vendor’'s responsibility)

Limitations

- |Trace-Messages inside the SoC >> Bandwidth of the trace port
Bandwidth of the trace port >> Trace messages processing bandwidth
Latency between SoC internal events and processing result

Limited SoC internal trace trigger
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STATE OF THE ART: EMBEDDED TRACE

Recording of trace messages and offline analysis

Trace
messages

< s
Per CPUO P42 L2 L2 ‘
Per CPUL B 42 L2 ><¥
Menn cPU2 B 52 L2 xf—_ .c

Mem CPU3 -V}{}{}{

Trace tool Host

Trace data
processing ——ResultsP>
(offline)

Dropped trace messages \
(SoC vendor's responsibility) 5 dt
ropped trace messages
(tool vendor's responsibility) PI‘Ob|em 2

Limitations

Trace-Messages inside the SoC >> Bandwidth of the trace port

- |Bandwidth of the trace port >> Trace messages processing bandwidth
Latency between SoC internal events and processing result

Limited SoC internal trace trigger
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STATE OF THE ART: EMBEDDED TRACE

Implementations

System Bus (eg. AMBA AHB/AXI)

Cross Trigger Matrix

Cross triggering
between cores

Single Debug .
Access Port APB Bridge

asepa|
18661 ss019

ERLTET
136611 sso0u)
goepall|
18661 ss01)

DSP ETM

Source: Green Hills

SBHElV\ﬁm_ i
Debug
Debug Bus (APB) = Do s

Trace Bus (ATB)

Trace Bus for
System-wide
Trace

Replicator ARM Cortex-R4, 500 MHz, IT

ARM Cortex-R4, 500 MHz, zgIT

B Mittelwert (Gbps) ™ Spitzenwert (Gbps)

ARM Cortex A9, 1 GHz, IT

- - i ) ARM Cortex A9, 1 GHz, zgIT
f RealView Trace 2 On-chip 1 Wire o Sorial Wire
Buffer Output |7 vewer 4 x ARM-Cortex A9, 1 GHz, IT
Trace Pont Embedded
Trace Buffer 4 x ARM-Cortex Ag, 1 GHZ, Zng
T T 1

Interface Unit

Source: ARM
Source: Lauterbach
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Software instrumentation vs. (offline) embedded trace

e SW instrumentation e Embedded trace (offline)

Real-time analysis

High level Non-
trigger Intrusiveness
Long-
Concurrently
term
Adaptable Complex

focus trigger
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/

SoC f—g \21 ‘éL ‘
Per CPUO -Vgl QL \8}\ ‘ Tracetool Host
per crut P52 53 BR~— Tracedata - .
Mem CPU2 P ‘}3} gl ‘}3[/_ .t processing —~Results - o Offl I n e 0 bse rvatl O n

/_ (offline)
Mem cruz 52 R R

NN EREER

GEFGRDERT VOM

‘ ® N I RAS % Bundesministerium
fiir Bildung

und Forschung

Real-time trace processing tool

Instrumentation Trace > Message processing

—— > — e Combination of

o Online observation
Ounershp Trace > weer o Runtime verification
o WCET measurement

Message pre-processing

Watchpoint Trace >

Instrution

Instruction .
Reconstruction




— e 4+
ONLINE OBSERVATION Acc=mlc

Real-time trace processing tool

Instrumentation Trace > Message processing

Data Trace > RO
verification
Ownership Trace >
WCET
measurement

Watchpoint Trace >

Message pre-processing

Instrution

Instruction .
Reconstruction

« Trace bandwidth < processing bandwidth
« s latency between SoC activity
and processing results
« Continuous observation
« Autonomous observation
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Part Number XCIV585T

XCE7V585T
91,050
582,720
Resources
N 728,400
Source: Xilinx 6,938
Memary 795
Resources . !
3 ¢ RAM (Kb) 28,620
O \ S ) & O 850
Resources iz e i 408
1,260
3
Embedded IP 1
Resources 1
36
Figure 2-3:  Diagram of SLICEM
[7 Series FPGAs Configurable [Xilinx 7 Series Feature Overview, Xilinx 2012]

Logic Block User Guide, Xilinx 2015]
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ONLINE OBSERVATION

Online observation implementation example
(Airbus ARAMIS demonstrator: Freescale P4080 (8 cores e500mc @1.3 GHz))

JTAG ==
| '
§§ [ Xilinx Zynq Processing Sy lem m

(=3
[ ash Controlle Muttip S Controlle
l\-: = OR, NAND, SRAM, Quad SP IJIJI DOR
] [

i} Data Acquisition Data Trace (R) )

I Data Trace (W)
(Core and NPC)

Counter {

Debug Server

—/
I Data Trace (R) =
— (NPC only)

CoreNet Coherency Fabric

PAMU

Message Processing

&
% Ownership | 218 PIO
§ § ug - prog o
e :‘ﬁ i I t
gg Watchpoints | S| £ vents S 5 . )
; 2 A 5| ¢
e §,§ J\ ) B Instruction [ & | o B
B InstructionTrace | .
“/ |.../i Reconstruction | __,
v |i
32 Timestamp —N o
a8 Generator v 3 General Purpose ACP  High Performance
29 c
[
8 > pro D A D
= Trace Buffer /\_I\ 2 Events 5
e § 5(3 1GB DDR3, external \,_/ O
HIHIE £, 2 Xilinx Virtex 7
b5 § = 0
Freescale  |g|(2| 3 23|z
P4080 § I L L
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Online processable trace messages
e Program flow (non cycle accurate / cycle accurate for instruction or basic block)
= Exceptions (interrupts...)
= Ownership / Context ID
» Indirect branches
= Direct branches (high effort for online reconstruction)
> Arbitrary amount of watchpoints
e Data access (address, direction, value -> high bandwidth)
e Hardware supported instrumentation
» guaranteed transactions
* non-guaranteed transactions
e Vendor defined messages

Trace message content depends on target architecture.

> IEEE-ISTO, “The Nexus 5001 Forum - Standard for a Global Embedded
Processor Debug Interface,” IEEE-ISTO 5001TM-2012, Jun. 2012

various CoreSight Technical Reference Manuals, ARM

Intel® 64 and IA-32 Architectures Software Developer’s Manual
Infineon MCDS (NDA required)

MIPI Alliance Specification for System Trace Protocol

Page 21
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ONLINE OBSERVATION

FPGA
Monitor System output streams,
triggered recordings,
Target Platform Mon ["| [Mon |"| [Mon|"| [Mon|" monitor status |
(MP)SoC 0 | 2 ] 4 6 [
gt
o O : 1 n 1 n 1 n 1 n
(== Mon Mon Mon Mon
g8 [l |10 |12 14 || : : e L
_| configuration | Specification
Mon |" Mon | Mon [" Mon |" Compiler
16 |1 |18 |1 ] 20 22 |
A
A
synthesis

TeSSLa specification,
C program
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Runtime verification implementation example
(ownership observation on multiple cores)

Performance
: . Counter
\ Ownership Source Generic )
— (min, max,
FSM Output
. (RAM based) || sum, count,
| OwnershipID | AB[47:0] | pspage1 | (AB==C)? B> s
J» C [47:0] (AB>C)? —P average)
C_reg alumode opmode inmode
T:j> Ti]> T:]> Ti]> os_id equal = (os_under_test_id == os_id);
os_src_equal = (last os_src == os_src);

if (event valid) begin
case ({os_id _equal, os_src_equal})

2'b00: begin // different os start at different source: don't care
end
2'b01: begin // different os start at same source
os_active <= 0;
end
2'bl0: begin // equal os starts at different source

os_active <= 1;
last os_src <= os_src;

end
2'bll: begin // equal os starts at same source
os_active <= 1;
end
endcase

end

Page 23




Runtime verification implementation example
(Check if x <y before Task z was running on cores 0 to 3)

ACCEMIiC

Event-Typ (OS or WR@Xx)
Source ID
Ownership ID AB [47:0] | pspage1 | (AB==C)? > .
) o Generic
C [47:0] (AB>C)? > FSM Output
(RAM based)
C_reg alumode ‘ opmode inmode
Data write value AB [47:0] | pspage1 | (AB==C)? >
C [47:0] (AB>C)? »
‘ C_reg alumode ‘ opmode ‘ inmode
input sre_id;
input betrl; // Bit0: 0S message, _Bitl: Data write @0x10 message
input data_value_equal; // Bit0: OS_ID, Bit:
input data_value_compare; // BitO: OS_ID, Bn:l

reg [1:0] state;
reg error;
reg success;

// input salector
addr0: -> os_id_equal
> x

e 1 > x
compare_in[1]  -> data_value > 0x100
src_in[3:1] -> core 0

1:
7/ addr7: betFl_in[0] -
7/ addr(9:8]: local fb_in [1:0] -> state

if (event valid) begin
if (rst) begin

e
else begin
case (state)
2'h0: begin // wait for OS1

0: os message, 1: data write message

if ((src_id == u) Il (src_id == 1) || (src_id == 2) || (src_id == 3)) && os_id_equal && (bctrl_in[0]== 0)) begin
state <= 2'h

en

if ((botrl m[o] == 1) s&& (compare_in[l] == 1) && (src_id == 4)) begin
state <= 2'

end

end
2'hl: begin // core 4 writes a value > 0x100
if ((betrl_i m[ol ==1) & (compare_in[1]
state <= 2'
end
end
2'n2: begin // oK
guccess
en
s begin // FAILURE
error <=
d

to (mapped) address 0x10
== 1) && (src_id == 4)) begin
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Design recommendations
e Hardware design:
o consider trace port pins
o provide max. trace port bandwidth

Samtec QSH-030-01 AMP 5767096-8

I s I > I E I 0 I 0 I

CPU - UNUSED PINS N

\

IPU1_CSI0_DATAI12 / EIM_DATAOQ8 / UART4_TX DATA /<GPIO5_IO3j-/ARM_TRACE09
IPU1_CSI0_DATA13 / EIM_DATA09 / UART4 RX_DATA / <GPIO5_IOf1>/ ARM_TRACEI0

IPUL_CSI0_VSYNC /EIM_DATAOI1 / <GPIOS5_It
IPU1_CSI0_HSYNC /CCM_CLKO1 / <GPIO5_I019=
IPU1_CSI0 PIXCLK /=GPIO5_IO
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Design recommendations
e Consider hardware supported instrumentation in software architecture

void classTest::set_varA(int value)
{ varA = value;
OnVariableSet (SET_VARA, varA);
}
int classTest::get_varA(void)
{ OnVariableGet (GET_VARA,varAi) ;
return varA;

}

inline void OnVariableSet (unsigned short slot, int wvalue)
{STM_SEND_ DATA (stm master(O,slot)=value;}

void OnVariableGet (unsigned short slot, int value)

{STM_SEND_ DATA (stm master(O,slot)=value;}

#define STM_SEND_DATA (m, slot) (*( volatile uint32 t*) ((unsigned int)m+slot*256+0x18))

Page 26
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Real-time analysis

Non-

High level
Intrusiveness

trigger

e S\W instrumentation

Long- Embedded trace (offline)

Concurrently term

Online observation & RV

Adaptable Complex
focus trigger

The combination of Online observation and Runtime verification will be
a key factor for the exploitation of the multicore potentials.
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Reaktives Debuggen Proaktives Debuggen
Run/Stop Debuggen Omniscientes . g
/Stop g8 Runtime Verification
(auch Trace-Debuggen) Debuggen
il iz i3 i4 e € i1 iz i3 i4 e € il iz ig i4 e, e
zy oy |oO 0 v | o 0 v le
RN w | St Rk e | STl | ; i i DO
22 P A AT AN \ A9 g I |
Los | hel 27 o wil 2L Told Vil
3 17 = 7
24 v y v
Zs i 1ol Ty o] 1Ty /* \ o / """ -
V 26 """" x| et X | \'\' """" / (V|

Inspektion in
beide Richtungen

Uberwachung von
Abhdngigkeiten zur Laufzeit

Inspizierter Richtung der
Zustand Inspektion

- haufigste Methode (noch...) - schwierige Triggerdefinition - Orakel-basiert
- schwierige Triggerdefinition - kurze Beobachtungsfenster - automatisierbar
- intrusiv

- parallele Operation
- technisch sehr anspruchsvoll
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unvollstandige oder Irrtum des Stérun
falsche Spezifikationen Programmierers &
T T o= — — r——————-- 1
| S Nichtdeterministisch I \
| S Viandelbugs > | Defekt
| 2 o S| |
| E Deterministisch Heisenbugs g Aktivieran
O Bohrbugs S | g
- Aging-related @ v :
| ﬁ g I Fehlerhafter Systemzustand /
| 2 bugs S | Infektion
| S T | |
| R Stoérungen | Propagierung
e b —_———_ _ I Y
Fehlverhalten
Bohrbug: deterministisch beobachtbares Fehlverhalten
Mandelbug: nichtdeterministisch, chaotisch erscheinendes Fehlverhalten
Heisenbug: durch Beobachtung aktiviertes oder maskiertes Fehlverhalten

(z.B. bei Software-Instrumentierung)
Aging-related bug: von Laufzeit abhangiges Fehlverhalten
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Programmlauf 1 Programmlauf 2
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Quelle: C. Jones, O. Bonsignour, “The Economics of Software Quality”, Pearson Education, Inc. 2012
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