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“Consent to give us
access to your contacts”

TERMS AND
CONDITIONS

TERMS AND
CONDITIONS

App: Give me your contact list! ?

TERMS AND
CONDITIONS

Tel: Sure!
Here it is!

TERMS AND
CONDITIONS

Why we do so?

We don’t read the ToS

TERMS AND
CONDITIONS

“All or nothing”: | Conpiions

Accept it or don’t install it ™=

Gerardo Schneider



It could be nice 1f

TERMS AND
CONDITI ONS

TERMS AND
CONDITIONS

Monitoring and
Enforcement

TERMS AND
CONDITI ONS

TERMS AND
CONDITIONS

Conformance
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What do we propose?
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A high-level scenario on
ontract Analysis

Counter-
example
Analyzer

Violation - = Violation
Analyzer - Analyzer

Normative texte:
specificaticrs, requirements,
icydl contracts, regulations,
directives, work déscriptions, ...
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Contract Analysis

What have we done so far?



small steps towards Contract Analysis

CLAN: A conflict CL: A formal A (simple) CNL to
analyzer language for translate into CL
contracts
/ Runtime \ al Stati

Prop
A A
‘ Contract I

Analyzer

Monitor
Gener.

Runtime .Statl.c Counter-
Violation Violation
Analyzer Analyzer

example
Analyzer /

J

Simple monitor
extraction

algorithm ...the prehistory

* Cristian Prisacariu et al (2006-20117?)



small steps towards Contract Analysis

// Runtime \

:j/ ,/
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Contract ‘

Analyzer ’

Violation
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..the present

(since 2012?)



C-O Diagrams

Generalization of CL

applicant |

o —
t app 31 Permission

submit application

submit

secretary
@ Contract O Obligation
refund fee
start
‘ app refund
secrefary
. . (] ' ]
isDone(submit) Obligation licati
> process application | ¢ 4
t process t submit + 7
process

* Enrique Martinez et al (2012-2013)

...the present
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small steps towards Contract Analysis

ConPar

Natural Language

Normative \I
Text

Controlled Natural
Language (CNL)

- —

</clauses>
<concurrentActions>
<action>a3fad</action>
</concurrentActions>
</contract>

Framework (GF)

Haskell

*John J. Camilleri et al 2016

UPPAAL

Spreadsheet
Mod | Agent | Action : -
' ‘ 7= Syntactic Query Semantic Query

(0] » user . pay . \\\ | l (TCTL)

P block 4 N isObl & agent(user)
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...the present
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Contract Verifier: A web based tool
for analyzing normative documents

Stanford
parser

C
.0

Natural Language S Tabular view
I =

I L Mod | Agent | Action
, —
Normative o user pay
Contract
P admin block

Conversion

Controlled Natural
Language (CNL)

Verbalisation

Natural Language

RS
Query N

Syntactic Query

isObl & agent(user)

}

Contract Model

<obligation>
<agent>user</agent>
<action>pay</action>

</obligation>

<permission>
<agent>admin</agent>

{ Translation

Semantic Query

EO t<5 — pl.ok

I

Matching clauses

v

Timed Automata
(NTA)

t0 < 10

i

SAT / UNSAT +
counter-example

* Proof-of-concept prototype: http://remu.grammaticalframework.org/contracts/verifier/

*John J. Camilleri et al 2016
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Contract Verifier

TEXT

Students need to register for the course before the registration deadline , one week after the course has started .
To pass the course , a student must pass both the assignment and the exam .

The deadline for the first assignment submission is on day 10 .

If the submission is not accepted , the student will have until the final deadline on day 25 to re-submit it .
Graders should correct an assignment within one week of it being submitted .

The exam will be held on day 60 .

Students must sign up for the exam at the latest 2 weeks before it is held .

CNL CODSH

cl:when clock t0 is less than 7 student is required to register for course c1:0[t0<7](student.register_for_course) L
c2:allof {-seec2.1-seec2.2} Cc2:AND{#c2.1A#c2.2} L

c2.1:student is required to pass exam ~c2.1:0(student.pass_exam) L

c2.2 : student is required to pass assignment ~c2.2:0(student.pass_assignment) L
¢3:when clock t0 is less than 10 student is required to submit assignment ¢3:0[t0<10](student.submit_assignment) L
¢4 :when clock t0 is less than 25 student is required to submit assignment c4:0[t0<25](student.submit_assignment) L
¢5:when clock t_c3 is less than 7 grader is required to correct assignment ¢5:0[t_c3<T7](grader.correct_assignment) L
c6: student is required to take exam ¢6:0(student.take_exam) L

c7 :when clock t0 is less than 46 student is required to sign up for exam C7:0[t0<46](student.sign_up_for_exam)L

 Original input text (top)
« Controlled natural language (bottom left)
« C-O Diagram (bottom right)

Gerardo Schneider

Different representations of the
contract model:



Contract Verifier

Sentence No Modality Subject Verb  Object Time Adverbials Conditions
R Topassthe course,astudent 2  AND[2.1,2.2]
4 must pass both the
assignment and the exam .
X 21 O student pass exam to pass the
e course
X 22 O student pass assignment to pass the
+ course
®  The deadline for the first 3 D deadline be[on] day DAY: 10
4 assignment submission is on
day 10.
R |f the submission is not 4 0 student have final on day 25 HAVE: if the
=+ accepted, the student will [until] deadline submission
have until the final deadline is not
on day 25 to re-submit it. accepted
®X  Graders should correct an 5 {should} grader  correct assignment within one
=4 assignment within one week week of
of it being submitted . <it> being
submitted

 Visualization of the extracted CNL
« Each row indicates a clause (first sentence refined into sub-clauses)
« User can post-edit the extracted output before going on to the next step

Gerardo Schneider



Contract Verifier

Who is responsible for [action] B Automatic
extraction of
actions and

What are all the permissions of [agent] E ? actors

What are all the obligations of student E ?

What are all the prohibitions of | [agent] |7

Are there obligations without reparation?
Syntactic and
’semantic”

Is the contract satisfiable? queries

Are there prohibitions without reparation?

The student [ must pass exam K in order for the contract to be satisfied.
") The fagent; [gJmust [action] B before time units.
“) Isitrequired that [agent2] [&Jdoes [action2] B within time units
after [agent1] _Bdoes [action1] _B?
* Queries

« Syntactic (text mining on the internal xml representation)
« “Semantic” (timed automata -> UPPAAL)

Gerardo Schneider



<ML

Reliable Multilingual Digital Communication:
Methods and Applications

Vetenskapsradet

http://remu.grammaticalframework.orqg/
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Privacy-Preserving Contractual
Agreement Framework

Runtime Checking

Contract
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Privacy Policies

What have we done so far?

Gerardo Schneider



very small Steps towards Privacy Policies

ial
ﬁPF: Privacy Policy Framework \ rlflz:v?glﬁ:g

~

* PPL - Privacy Policy Language

* KBL - Knowledge-Based Logic “Evolving”

policies:
Automata
Real-Time

~

* Knowledge Base

77 4

J
Interpreted over Social Graphs /

Need to be adapted as a stand-alone framework

(Syntax OK, but semantics...)

* Raul Pardo et al
Gerardo Schneider (since 2014)



Privacy-Preserving Contractual
Agreement Framework
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Conformance Checking
Runtime Checking

What have we done so far?

Not much...

Gerardo Schneider



“Contracts” or Runtime Checking

« Runtime Enforcement of Evolving Privacy Policies in OSN (using Policy

Automata)
Joint work with R. Pardo, C. Colombo and G. Pace,

» Runtime monitoring of browser extensions based on privacy policies
Joint work with R. Pardo, P. Picazo-Sanchez and J. Tapiador

“Contracts” but not RV:

« Contract Automata
Joint work with G. Pace, F. Schapachnik, S. Azzopardi

« A CNL for railway station regulations
Joint work with B. Luterberget, J.J. Camilleri, C. Prisacariu

RV but not “contracts’:

* Secure migrating monitors for the loT
Joint work with P. Picazo-Sanchez and G. Pace

 And of course... StarVOOrS
« Joint work with W. Ahrendt, M. Chimento and G. Pace

Gerardo Schneider



A lot of challenges!

Monitoring
Abstraction level of

the formal lang. and
the CNL

Scalability...




A lot of challenges!

Monitoring

Verification

Abstraction level of py

the formal lang. and
the CNL

Enforcement

Scalability...







Projects? |
Phd Students?

Postdocs?
Collaboration
within ARVI?




Sall a2 1ot (0 be done...
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PRESS RELEASE 2016-10-10

The Prize in Economic Sciences 2016

The Royal Swedish Academy of Sciences has decided to

award the Sveriges Riksbank Prize in Economic Sciences
in Memory of Alfred Nobel 2016 to

Oliver Hart, Harvard University, Cambridge, MA, USA, and
Bengt Holmstrom, Massachusetts Institute of Technology,
Cambridge, MA, USA

“for their contributions to contract theory”

Gerardo Schneider



USER FRIENDLY by J.D. "llliad" Frazer

(THIS "TOON IS A REPEAT)

STEF DON'T YOU THINK THE
TERMINOLOGY IN THE CONTRACT
IS KIND OF VAGUE?

IT'S VAGUE ON
PURPOSE.
N\ OH. I JUST
5 274 HAVE TO
7 HEAR THIS.

/

COPYRIGHTE 2004 J.D. "Illiad™ Frazer HTTP://WWW.USERFRIENDLY.ORG/

SERIOUSLY. RATHER THAN

COMMIT OUR TECHNICAL TEAM

TO A HORRID SET OF
DELIVERABLES, I JUST

WORDED THE CONTRACT SO
THAT WE COULD GET OUT OF
DOING ANYTHING TOO

TROUBLESOME.

\

Gerardo Schneider

UH..HOW?

JUST TELL THE CLIENT
“IT'S NOT TECHNICALLY
POSSIBLE.” VAGUE IS

: '~ ACCORDING \
7 TO THIS
4 WERETO

GOOD!

BE PAID
"SEVERAL
GAGGING
BAGFULS
OF MONEY"

)




Auxiliary Slides
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Contract Analysis... revisited realistically

// Runtime ) / a Static \ \

= 2
eCon CNLCon NLCon

AeCon
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: ;‘] | Monitor I @,
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Sys Mon
example
Analyzer /

Contract
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Many challenges to address before getting a fully working system!
Will mention few of them...



Contract Analysis... revisited realistically

Develop model checker, query
and property language
(decidability issues,...)

Runtime overhead
Distributed monitors

Need a "good”
CNL close to NL
Intelligent editor?

Need a "good” logic:
real time, no &,
cross-references,
explicit agents, ... NL2CNL: (bottleneck)
expressiveness vs

automation

Violation
_Analyzer

Runtime
Violation
‘ Analyzer

Causality and liability analyis:
are traces enough? (need to
keep track of alternatives in the
past)

Theory of contracts
Evolving contracts

Statistic vs grammar
(machine learning ?!)

Counter-
example
Analyzer

Contracts with algorithmic
content: Average, percentages, level witnesses
usage, etc, over a given period of = Identifying
time where the
Needs a rich library with some problem is
standard procedures

Connection between the abstract

level description of a contract and

the system: Script to make the

connection semi-automatically

* Long and low




