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Cyber—PhysucaI Systems a a" B

Can we use
formal methods to improve
safety, reliability and
performance of these
systems?

Communication
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Formal methods are needed because ...

US 25 Trailer turns left
|n front of the Tesla

Tesla doesn’t stop, 2 i

hitting the trailer -~
and traveling (3] %‘\\
under it ! Tesla Fence >

veers off !
road and strikes %powga POLE
Y two fencesanda ‘ﬁ%
DE@PF”R power pole

The FDA has issued 23 recalls of
defective devices during the first half

of 2010, all of which are categorized as

“Class I,” meaning there is “reasonable
probability that use of these products
will cause serious adverse health
consequences or death.”




Introduction Monitoring Cyber-Physical Systems

Designing a CPS

Plant (Environment &
Devices)

G(s)

Controller (Hardware&
Software)

r
L;] sqrt.c - Microsoft Visual C++ 2010 Express

File Edit View Project Debug Tools Window Help
id-E-sdd | a9 - -8-8]r 2

IDhbha|E=22003 083485

T R Rl sqrt.c X

Solution 'Solutic =RinclTude<stdio.h>
#include<math.h>

X0Q|00] .

E (Unknown Scope) '|
-

H(s) €

Sint main(){
double t 5
printf (“Enter number:”);
scanf ("§IF7,&t);
printf (“Square root:”);

aunp Juawndoq S

printf ("8F7,sart (t));
return 0;

| TSRS
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Challenges of Designing CPSs (Plant)

Sensor that Insulin pump
communicates tubing that
wirelessly with the is partially
continuous glucose implanted in the
monitor or insulin patient’s body

pump

Continuous
glucose
monitor

Insulin pump
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Introduction Monitoring Cyber-Physical Systems

Challenges of Designing a CPS (Software)

SOFTWARE SIZE (MILLION LINES OF CODE)

Source: NASA, IEEE, Wired, Boeing, Microsoft, Linux Foundation, Ohioh

racebook
Windows Vista |
Large Hadron Collider “
Boeing 787 D
Android [N
Google Chrome [l
Linux Kerrnel 2.6.0 -
Mars Curiosity Rover [l

Hubble Space Telescope [l

F-22 Raptor [

Space Shuttle I
0 10 20 30 40 50 60 70 30 )
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Formal Methods in Practice

Industrial techniques mostly focused on “verifying” the controller
Actually means “verifying” embedded C code
Actually means testing the embedded C code

Some formal methods being marketed by tool vendors
Static analysis: Dead code detection, Divide by zero
Property Proving

Mostly don’t work well for closed-loop systems
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Monitoring Cyber-Physical Systems
Spectrum of Analysis Technigues

Software Testing Program Analysis
A Control Theory Techniques Formal Verification
* Simulation The One
* Runtime The Tool to
* Linear Analysis Verification Rule Them All
(numerical) ‘

* Test Vector
Generation for e Concolic
Model Coverage Testing

* Linear Analysis

Can apply to real designs? (scalability)

(symbolic) * (Bounded) Model
Checking .« stability
* Static Proofs
Analysis }
Y « Reachability 'II'Dheo'rem
Analysis roving

Y How formal/exhaustive?
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Runtime Verification

* Light-weight verification technique
» Improves on basic testing by automating the assessment part

* “Semi”-formal methods
* Formal comes from rigorously defined requirement
* Not complete: not exhaustive in general

* Falsification is a variant that tries to find one trace that don’t satisfy
a requirement
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Monitoring Cyber-Physical Systems
Requirement-Driven Design

Create

Requirements formally
capture what it means
for a system to operate Requirements
correctly in its operating
environment

10
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Introduction Monitoring Cyber-Physical Systems

Decyphir Breach Platform

Calibration

Test Generation Requirement Falsification

1 0010011110 M
—Aavv%—b 11 =
1 0010011110
—AQ-V.-%—V
Always rp;[t] <6000

https://github.com/decyphir/breach
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https://github.com/decyphir/breach

Introduction Monitoring Cyber-Physical Systems

Model-Based Design

Produce data to monitor

Prototype Driving Test

Environment & Devices
(Plant)

6000 -

est (NLm)

G(s)

Controller

H(s) <

MIL/SIL/HIL: Model/Softwate/Hardware In the Loop
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“Traditional” CPS “Modern” CPS

* E.g., powertrain control, electric  * Multi-Sensors+Machine Learning
drive, battery management based perception (e.g., for
system ADAS/autonomous driving)

* Tools: Simulink + Code * Onboard PC + high-end GPU for
Generation DNN, no established toolchain

* Monitoring Signals,i.e Time * Monitoring the World
Series

DEC@/BHP .



Monitoring Cyber-Physical Systems
In the Field, How Are High-level Design Specs

Checked

Check transient response of x
when driving with highway
101 pattern with
temperature around 40° C

Control Designer

[

="

SPECS

Normally in natural language (ambiguous,

Chief Engineer  error-prone)
e Sometime absent

* If you are LUCKY, they are written in English
DEC@/BHP 14



Traditional CPS: Monitoring Signals Monitoring Cyber-Physical Systems

Design Correctness: Relies on Designer Experience

ﬂmlﬂ’

/4
X Xref
\ > time

% 1 . should be
ref N k
( \...../ _\ ‘time oy

- 5 |
Looks good J
X’ A
( Xref
‘time
e Can we improve this testing process?
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Traditional CPS: Monitoring Signals

Design Correctness: Relies on Machine Checkable Requirements

X

v x”f“_\__/_\

L.
X,
( Xref
time

Monitoring Cyber-Physical Systems

» time

... Should be
okay

Looks good

Can we formalize “Uh-oh, should be okay, looks good, weird, clearly wrong, fuzzy?”
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Traditional CPS: Monitoring Signals Monitoring Cyber-Physical Systems

Temporal Logic (In A Nutshell)

* Temporal logics specify properties over time

E.g. For the next 3 days, the highest temperature will be below 75 degree and
the lowest temperature will be above 60 degree

Key ingredients
1. Propositions
“the highest temperature will be below 75 degree” T <75
“the lowest temperature will be above 60 degree T > 60

2. Propositional logic: propositions connected by Boolean operators, such as
Not (=), And(A), Or(V), and Imply (=)

(T < 75) A (T > 60)

DEC@Y/’BHP .



Traditional CPS: Monitoring Signals Monitoring Cyber-Physical Systems

Temporal Logic (In A Nutshell)

* Temporal logics specify properties over time

E.g. For the next 3 days, the highest temperature will be below 75 degree and
the lowest temperature will be above 60 degree

Key ingredients
1. Propositions
“the highest temperature will be below 75 degree” T <75
“the lowest temperature will be above 60 degree T > 60

2. Propositional logic: propositions connected by Boolean operators, such as
Not (=), And(A), Or(V), and Imply (=)

(T < 75) A (T > 60)
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Traditional CPS: Monitoring Signals Monitoring Cyber-Physical Systems

LTL - Linear Temporal Logic*

Using a to represent the state (T < 75) A (T > 60)
LTL adds temporal operators

a “ais true now”

Xa “a is true in the neXt time step”

Fa “a will be true in the Future (eventually) ”

Ga “a will be Globally (always) true in the future”
aUb “a will hold true Until b becomes true”

DEWDH'R * Pnueli, Amir. "The temporal logic of programs." Foundations of Computer Science, 1977., 18th Annual Symposium on. IEEE, 1977. 19



Traditional CPS: Monitoring Signals Monitoring Cyber-Physical Systems

Signal Temporal Logic (STL)

* Recall the Example:

For the next 3 days, the highest temperature will be below 75 degree and the
lowest temperature will be above 60 degree

* LTL: using a represents the state (T < 75) A (T > 60)
XaAXXaAXXXa

e STL: extended LTL by adding dense time and having predicates over
real values

Gyo3)(T(£) < 75 AT(t) > 60)

DEC@/BHP 2



Traditional CPS: Monitoring Signals Monitoring Cyber-Physical Systems

STL Examples

T a
Always between time 0 and 3 days o0 ¢
) v 0 1.5 3 g
x A
1 \
Fi20601(G (|x(t)| < 0.1)) 01 - )t
Eventually at some From that time t, always Lo 60 100
time t between time till the end of the signal
20 and 60 trace
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Traditional CPS: Monitoring Signals

Monitoring Cyber-Physical Systems

Beyond Boolean Satisfaction

» STL has quantitative-2 semantics (Robust Satisfaction Valut, or Robustn
: BAD
* for a given trace x(t),

: BN
and STL formula o, | 3 Distance
* maps @, x(t) to some real value for each time t from bad

* Intuition: )

* Compute “signed distance” of the given trace x to tHL |set of all tr3
satisfying @ M

* Distance = 0 : x € set of traces satisfying @ Grso,1007 (x(2) < 3)
* Distance <0 : x & set of traces satisfying @
* Going from positive to negative = going towards violation of ¢

. 100

\vw

DEC \ /DH'R [1] A. Donzé, and O. Maler. Robust satisfaction of temporal logic over real-valued signals. FORMATS 2010 22
[2] G. E. Fainekos, G. J. Pappas, Robustness of Temporal Logic Specifications, FATES/RV 2006



Traditional CPS: Monitoring Signals Monitoring Cyber-Physical Systems

Design Correctness: Relies on Machine Checkable Requirements

X

v x”f“_\__/_\

X,
Xref

» time

... Should be

Looks good

Can we formalize “Uh-oh, should be okay, looks good, weird, clearly wrong, fuzzy?”

PtransientOK = G[O,T] (step = G[O,Z](lx — xrefl < O-Osxref) )
DEC@/SDHIR 23



Monitoring Cyber-Physical Systems
Requirement-Driven Design

Create

Requirements formally
capture what it means
for a system to operate Requirements
correctly in its operating
environment

24
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Traditional CPS: Monitoring Signals Monitoring Cyber-Physical Systems

Decyphir Breach Platform

Calibration

Test Generation Requirement Falsification

1 0010011110 M
—Aavv%—b 11 =
1 0010011110
—AQ-V.-%—V
Always rp;[t] <6000

https://github.com/decyphir/breach
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https://github.com/decyphir/breach

Traditional CPS: Monitoring Signals Monitoring Cyber-Physical Systems

Requirement Falsification

ﬁefinition (Falsification): \

Find parameters p € P and input u € U such that behaviors ¢ (M, p,u ) do
NOT satisfy requirements ¢ (i.e., (M, p,u ) ¥ @)

> M >
u €U d(M,p,u)

\ Parameters: p € P /

DEC@'/BHP 26



Traditional CPS: Monitoring Signals

Falsification Procedure

Monitoring Cyber-Physical Systems

Falsification Engine

DEC@Y}DHIR

27




Traditional CPS: Monitoring Signals Monitoring Cyber-Physical Systems

Falsification by optimization

/ ¢(M,p,u) \

u(t), = '_ I i = i

throttle Engine

103
é ’
~
\—r
v

i >

nnnnnnnnnnnnnnnnnn

Minimize Compute
robustness Robustness

a
:
g
3

e Use robustness as a cost function to minimize with Black-box/Global Optimizers

e Breach supports flexible modularity: input generators, simulators, robustness

evaluation (cost function), and optimization engines
DE(‘@/pr 28




Traditional CPS: Monitoring Signals Monitoring Cyber-Physical Systems

Falsification with Parameterized Inputs

* Breach supports flexible control point parameterization

* Breach also uses ST-Lib to alleviate designers burden to specify
intended design behaviors using a signal template

(Inputs also include tunable parameters in both plant and controller)

=
D
u(t) ~
Control Points oy o
ST-Lib : . A
Spikes Ringing/Hunting Rise Time Settling Time, Overshoot

DEC@'/EHP 29



Applications Simulation-based Techniques for Designing Reliable Cyber-Physical Systems

In Practice

EGRVALVE

PRESSURE SENSOR S
s | g/ VR ) L1l
l mm\u\m\blmzc& a:‘: O |
' ' S
OOO0P 3 “\j
Pre-i ler volum U U U j g
[ EXMA}ST MANIFOLD § | ‘ ' l ‘
AIR-FLO! & ]
o SENSOR | Tlme
e - —>

COMPRESSOR

Overshoot bug: (previously found during the
vehicle drive testing) reproduced and localized
using MILs in a couple of hours
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Modern CPS: ADAS and Autonomous Driving

Environment

Controller

Machine Learning Based Perception

DEC@Y/’BHP .



What Are We Looking At?
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Modern CPS: Monitoring the World Monitoring Cyber-Physical Systems

Finding Adversarial Inputs of DNNs

brightness car 2-pos
brightness

.
| —T ey /

Abstraction map

(0,2,0) =

Y\ .
- — X\ z 1
N = = g S
Feature space X Abstract space A J{ \i w— e e y € [Car, —ICClT]

u(t)

N
L, :—5*:;;_\ II \ Fh = ["” i.*[ 1 » \ / “ /\
LJ ]_ ‘ ;l \]’ .]‘l;i» 4\-: dense’| fdensd |

\Q\X] s Il i ’] p 7] \ 92 128 Max se—
) Neural network

Falsification Engine

DE(U/D'—”R T. Dreossi, A. Donzé, S. A. Seshia, Compositional Falsification of Cyber-Physical Systems with Machine Learning Components, (NFM 2017) 33



Simulation-based Techniques for Designing Reliable Cyber-Physical Systems

Applications

Case Study with DNN

Inception-v3 o
Neural ORI R
(prectroinedon g\ -

ImageNet using
TensorFlow)

brightness

e
(5

- D
\,-

/0 But this one may be a
Corner case e real hazard!

Image o | :2‘”‘-0

DE@/D HlR T. Dreossi, A. Donzé, S. A. Seshia, Compositional Falsification of Cyber-Physical Systems with Machine Learning Components, (NFM 2017) 34



Modern CPS: Monitoring the World Monitoring Cyber-Physical Systems

Closing the Loop ?

a

Environment

Controller

 Signals are now streams of images (frames)

 Traditional CPS design tool (e.g., Simulink) not optimized for simulation
with frame analysis in the loop

» Need for specialized simulation engine — e.g., Unity

DEC@'/BHP .



Monitoring Cyber-Physical Systems

Modern CPS: Monitoring the World

Unity Udacity Simulator

T —
4| Layer | Default ™

]

Tag [ Player
Apply.

Select

Revert

@ Unity 2017.1.0f3 Personal (64bit) - LakeTrackBreach.unity - uubsim - PC, Mac & Linux Standalone <DX11>
Prefab [

File Edit Assets GameObject Component Window Help

@3 Project

- Fre Camera (Left) (Camera) ©
°

|G| Antialias ;m itor

36

https://eu.udacity.com/course/self-driving-car-engineer-nanodegree--nd013

Lo,
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Modern CPS: Monitoring the World Monitoring Cyber-Physical Systems

Unity Game Engine — Quick Overview

- A game is a collection of scenes
- A scene is a collection of game objects (objects)
- Objects have visual attributes, physics, and behavioral scripts

- The Unity Engine is a hybrid dynamical system simulator which

- Simulates the behaviors of all objects based on their physics and scripts in
real-time (adjustable)

- Is optimized to render as many frames as possible per second

DEC@'/BHP -



Modern CPS: Monitoring the World Monitoring Cyber-Physical Systems

Unity Udacity Simulator

Q Unity 2017.1.0f3 Personal (64bit) - LakeTrackBreach.unity - uubsim - PC, Mac & Linux Standalone <DX11> - X
File Edit Assets GameObject Component Window Help

- Scenes:
Master scenes (e.g. BreachSceneServer)
Different tracks with global configurations -
and scenarios

(m]
=
=
5
‘4
o=

4| Layer | Default

ct | Revert [ Apply

|

o)
=y
o
pu]
B

0000
w Front Camera (Center) (Came
ront Camera (Left) (Camera
ront Camera (Right) (Camer.

wlelrl=lz]e] =]
58|28
z

“
g3 =
888

B

‘:'lii

Main player object (car)

Scene objects: tracks, trees, cows, etc
Virtual objects: waypoints, camera, light
sources

oy,

DECY/2HIR 38
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Modern CPS: Monitoring the World Monitoring Cyber-Physical Systems

Unity Udacity Simulator

&) Unity 2017.1.0f3 Personal (64bit) - LakeTrackBreach.unity - uubsim - PC, Mac & Linux Standalone <DX11>
File Edit Assets GameObject Component Window Help

Visual, physics and

Scripts sT:Dsmi -

Car with different
cameras/views

Came

CEEEREEEHE
glg i

olo

28

3|3

ala

5o

AR

&2

~|&

al2

®

2|s )
#

' Front Camera (Right) (Came|

|

B Console
[ctear]]

| Collapse | Clear on Play | Error Pause |

Lo,
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Modern CPS: Monitoring the World Monitoring Cyber-Physical Systems

Simulation Example

2 shortcut to -mr.] o ' ' folder ‘@ History mﬂ Invert selection
Organize New Open Select

Documents > ONoCow > IMG v O Search IMG P

~

center 2017_11_ center 2017 _11_ center 2017 _11_ center 2017_11_ center 2017_11_
06_15_09_12_944 06_15_09_13_000 06_15_09_13_011 06_15_09_13_074 06_15_09_13_080
J J Jrg J Jpg

\
E

center_2017_11_ center_2017_11_ center_2017_11_ center_2017_11_ center_2017_11_
06_15_09_13_145 06_15_09_13_158 06_15_09_13_215 06_15_09_13_235 06_15_09_13_282
Jrg rg irg
@il B DT
— = I “"I = —_— Il II;J
center_2017_11_ center_2017_11_ center_2017_11_ center_2017_11_ center_2017_11_
06_15_09_13_305 06_15_09_13_351 06_15_09_13_374 06_15_09_13_429 06_15_09_13_442
j irg ipg Jipg iPg
S ] _—
center 2017_11_ center 2017 _11_ center 2017 _11_ center 2017_11_ center 2017_11_
06_15_09_13_499 06_15.09_13 514 06_15_09_13_573 06_15_09_13_581 06_15_09_13_641
Jrg J j JPg P9
center_2017_11_ center_2017_11_ center_2017_11_
06_15_09_13_649 06_15_09_13_776 06_15_09_13_798
P9 P9 P9
r :

center_2017_11_ center_2017_11_ center_2017_11_
06_15_09_13_847 06_15_09_13_939 06_15_09_13_990
irg ipg iPg
Y o -y il o -

s é o o R
center 2017_11_ center 2017 _11_ center 2017 _11_ center 2017_11_ center 2017_11_
06_15_09_14_009 06_15_09_14_058 06_15.09_14_078 06_15_09_14_126 06_15_09_14_147
Jrg iPg Jrg JPg Jpg v

DECYAHIR 40
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Modern CPS: Monitoring the World Monitoring Cyber-Physical Systems

Adding an Obstacle

Move  Copy Delete Rename New Properties . B .
shortcut tov o~ - Gl - ‘@ History 17 Invert selection
Organize New Open Select
Jocuments > 1Cow > IMG v U Search IMG P
ﬁ h
center_2017_10_ center_2017_10_ center_2017_10_ center_2017_10_ center_2017_10_
02.20_42_18_885 02.20_42_19_005 02.20.42_19_123 02.20.42_19_245 02_20_42_19_364
P9 J j j J
= s
center_2017_10_ center_2017_10_ center_2017_10_ center_2017_10_ center_2017_10_
02.20_42_21_044 02.20.42 21154 02.20_42_21_263 02_20_42_21.372 02_20_42_21_480
Jpg JPg JPg
m":‘ m':‘
center_2017_10_ center_2017_10_ center_2017_10_ center_2017_10_ center_2017_10_
02.20.42_21.588 02.20_42 21696 02.20_42 21_805 02.20.42.21.915 02.20_42_ 22 026
—l ipg ipg j ipg irg
- AN e&” 7=
center_ 2017_10_ center_2017_10_ center_ 2017_10_ center_2017_10_ center 2017_10_
02.20_42_22_138 02_20_42_23_587 02_20_42_23_687 02_20_42_23_787 02_20_42_23_888
JPg JPg JPg JP9 JP9
b B = = lsis  Tleg
center_2017_10_ center_2017_10_ center_2017_10_ center_2017_10_ center_2017_10_
02.20_42_23_985 02.20_42_24_082 02.20.42 24 179 02_20_42_ 24 278 02.20_42 24 376
P9 P9 iPg L pg
R ST SR _& 7 —
center_ 2017_10_ center_2017_10_ center_2017_10_ center_2017_10_ center_ 2017_10_
02_20_42_24_470 02_20_42_25_768 02_20_42_25_853 02_20_42_25_933 02_20_42_26_013
JP9 JPg JPg JP9 JP9
T | e e T~ T
5KB

L0101
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Modern CPS: Monitoring the World Monitoring Cyber-Physical Systems

ACAS: Automatic Cow Avoidance System

* Trained a (Deep) Neural Network on cow/no-cow images all around
the track

* Implemented a simple system sending braking commands when a
cow is detectecd

DEC@'/BHP 42



Modern CPS: Monitoring the World

Monitoring Cyber-Physical Systems

Closing the Loop

Workspace. Requirements of Bstatict
[Boow ~ | New  Copy crash: ev_[5, 80] (speed_low) RS Run simulation
Bnocow crash_cow: ev_[2 ,10] (cow_fles)

B Del  Resel no_crah ot @1 6,80 (speed_low) P —
static low: speed]l] < irement
Setinput gen i veck Requi
me < >
o Bstatict Load New Del Edit Decomp. Open Traj GUI

BreachSystem UnitySystem. It contans 100 samples and 100 traces.
i

it [Eper (opfipeed [Feiper] static_cow_detection satisfied by 72/100
L e
cow_yrot o [0 180) double - o
‘cow_rcol o [0 255] (] |
:
.
:
il
ok
reac S
:
.
:
:
I3k
Gombine option Samping method  Number of samples e
Replace samples - Grid v 10 Sample -
Scene Simulati
Qi i) - LakeTro: » wihem - 56, Mas & linux Standslana® <7 - o x

Help

File ets Gamedbject Component Window

Images

Command

DECYAHIR

O

® Spyder (Python 3.6

Edt Consoles  Projects lools  View Hel

%

un Debug

@ PEERG HE=cEh B BX £A| € cumm

i
1 sodesio tesipy [

3
2

oty 0

sto.on("telenetry)

33 def telemetry(sid, data):

steering angle - floal (datal s icc
throttle = #loat(datal"throttle"])
speed = floaz(data['speed”])

stream = BytesI0{baso64. béddecode(datal "image" 1))
data - np. Fromstring(strean.getvalue(), dlype-np.uinta)
insge = cv2.Indecode{data, 1)

pred = nn.predict(image)

cou_detected - pred(81[A] > cou_threshold
steering_angle = 8 # (ot used by our contartle
throtsle = 1.8

if con detected;
prant{"Cow detected:
throttle = -10e

*+ str(ored))

# Stop broking 1f ¢

if abs(specd) < 8.5
throttle - @

else:
print(’Cox NOT detected’)

Permissions: RW  End of lines: CRLF

ACAS controller (Python, Tensor Flow)

&%l Bx
2 sourcs Coreme < bgect

Here you can get halp of any
objact by pressing Ctrl+T in
front of it, ether on the Editor
of the Console.

Help can als0 be shown
autematically after writing a v

Vereble mxpiorer  Fle sxpiorer  Hop

Pyhon comsle Bx
0 corsee A D) L IE-3

n [1]: runfile('c:/Users/donze/Workspace/decyphir/
uubsin/NeuralNetuork/asbs. oy’ , wdirs'C: fusers/donze/
Workspace/decyphir/uubsin/Neurslhetwork’

IHFO: tensorfLowiRestoring parameters from ./cow-
notecu-rodel

(1268) Wsgl starting up on http://9.0.8.0:4367
(3268) accepted ('127.6.8.1', 59483)

connect  a3c1fasgedestIscassififilagssad

Cou detected: [[ 1.99609800e+dB  5.178337318-09
5.12889731e-62
5.12889731e-09

Cow detected: [ 1.88608000e408  5.12889731e-€9)
5.12880731c 9
5.128897316-09

Cou detected: [[1.60000200c100
Dython corecie  History g
Encoding: ASCIl line 57 Coum 1 Memoy: 71%

43



Modern CPS: Monitoring the World Monitoring Cyber-Physical Systems

Result on Static Scene

System Parameter sets Inputs/outputs Requirements Select... ~

Sl RO DA

Workspace Requirements of Bstatic1 : -
*Boow " New Copy crash: ev_[5, 80] (speed_low) T B Run simulation

Bnocow crash_cow: ev_[2 ,10] (cow_flies)
Bu Del Reset no_crash: not (ev_[5, 80] (speed_low))
B speed_low: speed|[t] < 2 Check Requirement
Set input gen v
Rename < >
v Betaticl Load New Del Edit Decomp. Open Traj GUI

BreachSystem UnitySystem. It contains 100 samples and 100 traces.

Filter Signals&par. Variables Env. par. Input par. 'Req. par.
neleEpe! e — static_cow_detection satisfied by 721100
Name Value Range Enum values Type 200
cow_yrot 0 [0 180] double ~ e © o o o o o o o o
cow_rcol 0 [0 255] [ int v
—ly ® o o o o o o o o o
150
® 0 0 o o o o o o o
B ® o o o o o o o o o
gmo e © o o o o o o o o
3 ® o o 0 o o o o o o
® o o o o o o o o o
50
® 0 o o o o o o o o
® 0 o o o o o o o o
0t ® o e o o o o o o
0 50 100 150 200 250 300
Combine option Sampling method Number of samples cow rcol
Replace samples rid M 10 Sample -

Info
Computing satisfaction of formula... Done.

L0010
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Modern CPS: Monitoring the World Monitoring Cyber-Physical Systems

Results on Dynamic Scene

 Cow and no_cow classification scores over time + cow z-position
 Red trace: (black) cow detected too late to avoid collision

DE(‘@'/EHP 5



The End Monitoring Cyber-Physical Systems

Take Away Messages

Traditional CPS Modern CPS

e Established toolchains from * No established toolchain

models to code * RV not yet or yet another

* RV making its way toward concern
adoption * Lots of fascinating and very
* Always more work to do, in challenging questions involving
particular usability and multiple domains
expressivity of specification
languages
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Thanks for your attention
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Breach Demo
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