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Introduction

e Assertion-Based solutions at TIMA
(context of embedded systems design)
o Assertion-Based verification

Property Specification Language, IEEE standard

1850,
https://standards.ieee.org/findstds/standard/ 1 850-20 1 0.html

o Runtime assertion-Based

For hardware components, at the transactional
(TLM) and Register Transfer (RT) levels

For C embedded software
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ABY solutions
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PSL semantics

» PSL (IEEE standard 1850)

> The FL (Foundation Language) class of PSL
formulas proposes temporal operators that
are similar to the ones of LTL

e Semantics of FL properties

> Defined with respect to execution traces
i.e., words over the alphabet 2%, where P is a
set of atomic propositions

> These execution traces are built by sampling
the simulation on specific events

PSL semantics

e Semantics of some operators
ViI=b « |v|[=0 or bholdson v°
°VI=AAB « vI|=A and v|=B
cv|= nextt A = |v|>1 andv!-|= A
cv|= Auntill B <
dk<|v] st vk B=and
Vi<k, vi- A




PSL semantics

e Semantics of some operators
cViI=b « |v|[=0 or bholdson v
°VI=AAB < vI=A and v =B
cvi]= next A < |v]|>1 andv!-|= A

oV = A B <
dk<|v]| st. vk B=and
Vi<k, vi- A
0 I 2 3 4 5 6
\" \% \" \" \"/ \% V...
O Q@ O Q@ O Q@ O >
A A A A B

PSL semantics

* "Simple subset”
> Dynamic (runtime) verification
> Conforms to the notion of monotonic
advancement of time

o Rules

At most one operand of a logical or operator is a
non-Boolean

The left-hand side operand of a logical implication (->)
operator is a Boolean

The right-hand side operand of a non-overlapping until
operator is a Boolean




ABV at the RT level %

* RT and logic levels of abstraction
o Example

| clk
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ABV at the RT level %

* RT and logic levels of abstraction
° Example

| clk
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> Sampling on clock edges
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ABY at the RT level

e HORUS: Runtime verification of RTL IP
descriptions (e.g.,VHDL)

> Example
DATA_OUT
DATAIN >
SENDING 4 DATA START s| RECEIVING
NODE >| TRANSLATION | READY NODE
VALID_DATA —>
- ERROR
1\ 1\ 1\ END
RST EN STOP
ERROR |_—I
default clock = (posedge clk); -
always(END -> =
next (START before ERROR)) ml

http:/tima.univ-grenoble-alpes.frlamfors/Horus/horus.html

ABY at the RT level

e HORUS: Runtime verification of RTL IP
descriptions (e.g.,VHDL)

o Example
P DATA_IN T
SENDING DATA RECEIVING
NODE TRANSLATION READY NODE
VALID_DATA ERROR
/I\ 1\ 1\ END
RST EN STOQOP

always(END -> next (START before ERROR))




Construction of PSL checkers

» At the RT level : compositional
construction of VHDL components

> Example

always
(Req (BUS)’ ACk)) _l’
/ \
o Ack, > Busy, . Req /UntQ
l:nplication L} Until hmt_signal E BUS)’ Ack

1
E;ond i;:ond Pl E
1+—w[ Start Trigl —=[ Start Trig : Valid

tart Vali
Pending Pending | Pending

Y.ODDOS, K.MORIN-ALLORY, D.BORRIONE: "Assertion-Based Design with Horus". Proc. MEMOCODE'2008, June 2008

ABY at the transactional level

* Runtime verification of virtual platforms
(SystemC models)

«— Modules
No clock

IRQ

—_—

Channels

Communication
operations expressed
as function calls




ABY at the transactional level

* Runtime verification of virtual platforms
(SystemC models)

> Example: Modem SoC for digital radio reception
(Thales)

1/4V6A |
display |

RISC Core RISC Core
Periph. LCD
> | I R N |
16 KB

tion

Muiti-layer AHB interconnect matrix

Periph. VITERBI Int. RAM

bus DECODER 16KB
bridge

Communication interfaces

““";:y Ethemet USB Debug S IC PIO

SPI USART

(«prmg)

ABY at the transactional level

e The ISIS tool

PSL assertion

o

Automatic IRQ
transformation

(2
Automatic
SystemC assertion instrumentation

monitor (checker)

Design under verification

http:/[tima.univ-grenoble-alpes.frlamfors/lsis/isis.html




Construction of PSL checkers

e Construction of C++ checkers

» Adaptation of the compositional
construction method

> Example
(exp, — next (exp, exps))
\upd‘ate()
date() date() date()
ALWAYS |= tpaete -> - tpdate NEXT (= dpdate BEFORE ]
S e s~ 4 S <~ A
evaluation evaluation evaluation evaluation

Instrumentation of TLM platforms

e Sampling: Observation mechanism

IRQ

Any time a source address is transferred to the DMA, a
read access eventually occurs and the right address is used




Instrumentation of TLM platforms

e Sampling: Observation mechanism

Observation

and sampling

Any time a source address is transferred to the DMA, a
read access eventually occurs and the right address is used

Instrumentation of TLM platforms

e Sampling: Observation mechanism

Observation

and sampling

Any time a source address is transferred to the DMA, a
read access eventually occurs and the right address is used




Instrumentation of TLM platforms

o mechanism

> Example:

Modem SoC for digital radio reception (Thales)

Local § Local
D-memory il I-memory
64KB 32 KB

ARM946
DDCoO

RISC Core RISC Core
PE— LCD

Muiti-layer AHB interconnection matrix

Periph.
DMA

DDC1

Interrupt:
Ctrl ARMS20
data mem.
VITERBI Int. RAM Ext. mem. ARMS920
DECODER 16KB Ctrl 0 instr. mem.

Timers Periph.
bus
System bridge
timer Ext. mem. ARMS46

Ctrl 1 data mem.

ook oty e wtaces ARMS46

instr. mem.

Ctrl ":'.';'y Ethemet USB Debug PIO

a 3
'€ sm usarT

qTD

Instrumentation of TLM platforms

. mechanism
> Example:
Modem SoC for digital radio reception (Thales)

The processor
programs the
DMA registers

Periph.
DMA

DDC1

Interrupt; Multi-layer AHB interconnection matrix
Ctrl
data mem.
Periph. VITERBI Int. RAM Ext. mem. ARMS920
bus DECODER 16KB Ctrl 0 instr. mem.
System bridge J
timer Ext. mem. ARMS46
Ctrl 1 data mem.

Timers

i e ARMAS

instr. mem.

Ctrl MemetY Ethemet USB Dabug o

a 3
'€ sp usarT

(«praag)




Instrumentation of TLM platforms

o mechanism

> Example:
Modem SoC for digital radio reception (Thales)

N B The DDC reports
64KB 32 KB - d(]'fa r‘ecepfion 'fo
s | ann Al A f the DMA

Periph.
DDC1 DMA D-Cark- — .__uche
a

Interrupt: Multi-layer AHB interconnection matrix

data mem.

Timers

Periph.
bus
System bridge
timer Ext. mem. ARMS46
Ctrl 1 data mem.

VITERBI Int. RAM Ext. mem. ARMS920
DECODER 16KB Ctrl 0 instr. mem.

Clock &
Power Communication interfaces
Ctrl ““‘“ rq Ethemet USB Debug

ARMBS46
instr. mem.

3 a 3
s '€ sm usarr PI°

(«praag)

Instrumentation of TLM platforms

o mechanism

> Example:
Modem SoC for digital radio reception (Thales)

The DMA transfers
data from the DDC

mﬂ_l ) al— 1o the memory, and
I 2 sends an interrupt

Periph. . .
DDC1 o [ D to the interrupt
16 K 16 KB

controller

Interrupt: Multi-layer AHB interconnection matrl
Ctrl ARMS20

data mem.
Timers Periph. VITERBI * RAM ARM920
bus DECODER 16KB instr. mem.
System bridge
timer ARMS46
data mem.

Clocks TS ARM946
instr. mem.

Ctrl Memory  Ethemet USB  Debug
card

s (s SPI USAR'I GO

qTD




Instrumentation of TLM platforms

o mechanism

> Example:
Modem SoC for digital radio reception (Thales)

The processor
__BPE&— processes the block

-__,".'s""’y — of data and

oo 1SCCrve configures the

DDC1 DMA . DMA for the next

transfer

DDCO

Muiti-layer AHB interconnection matrix

Interrupt:
Ctrl ARMS20
data mem.
VITERBI Int. RAM Ext. mem. ARMS920
DECODER 16KB Ctrl 0 instr. mem.

Timers Periph.
bus
System bridge
timer Ext. mem. ARMS46

Ctrl 1 data mem.

ook oty e wtaces ARMS46
instr. mem.

Memory 3 4 3
Ctrl cara Ethemet USB Do o IC oo yoapr

PIO

(«praag)

Instrumentation of TLM platforms

o mechanism

o Example: : == ﬁ;{:} WWMT
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Instrumentation of TLM platforms

. mechanism
> Example: Modem SoC

« A reading of the interrupt controller register [VR
clears the interrupt request sent to the processor »

> Whenever the register IVR of the interrupt controller is

read, the interrupt request must be cleared before the
next reading in the same register

Instrumentation of TLM platforms

o mechanism
> Example: Modem SoC

« A reading of the interrupt controller register IVR
clears the interrupt request sent to the processor »

(always
(targetaic.doPVtransport_CALL()
&& targetaic.doPVtransport.pl == false
&& targetaic.doPVtransport.p2 == 0x40
Re-evalutated - nexg P P
on every < )
IR
relevant events (CIRQ_pin
before
(targetaic.doPVtransport CALL()
&& targetaic.doPVtransport.pl == false
\ && targetaic.doPVtransport.p2 == 0x40)));




Instrumentation of TLM platforms

. mechanism
> Example: Modem SoC

« There cannot be two consecutive DMA transfers
at the same address in memory before a processor
read »

> For every address in memory where the DMA writes,
the processor must read at this address/before the
DMA writes again

Instrumentation of TLM platforms

o mechanism
> Example: Modem SoC

« There cannot be two consecutive DMA transfers
at the same address in memory before a processor
read »

always
(Writing through the DMA initiator port
=> NEW(unsigned int add write
= write address)
(next ((Reading through the ARM initiator port
&& read address == add write)
before
(Writing through the DMA initiator port &&
write address == add write))));




Instrumentation of TLM platforms

e Observation mechanism

Re-evalutated
on every
relevant events

o

v,

Example: Modem SoC

« There cannot be two consecutive DMA transfers
at the same address in memory before a processor
read »

always
(dmainitport.post_write_ CALL()
=> NEW(unsigned int add write
= dmainitport.post write.p4)
(next ((arminitport.read_CALL()
&& arminitport.read.pl==add write)

before
(dmainitport.post_write_ CALL() &&
dmainitport.post write.p4 == add write))));

Use case | - Image processing

 Image processing platform (Astrium)

L.PIERRE: "Aucxiliary Variables in Temporal Specifications: Semantic and Practical Analysis for System-Level Requirements".

ACM Transactions on Design Automation of Electronic Systems (TODAES),Volume 21 (Issue 2), January 2016




Use case | - Image processing

» Some significant properties

DMA _a must not be configured before the end
of the current transfer

The FFT module must not be configured before
the end of the current computation

An input data packet must be read before the 10
module generates a new interrupt

Each incoming data packet (read by DMA_a from
the |O module) must have a corresponding
output packet (written by DMA_b to the IO
module), before 3 new incoming data packets are
processed

Use case | - Image processing

» Experimental results

12 ¥ CPU time w/o
assertion checkers
10
8 ¥ CPU time with
assertion checkers
6 L | |
4
2
0 :

Config. 1 @ Config. 2 0 Config. 3 o

Config |: bus frequency = 80 MHz, packet size = 4000 32-bits words
Config 2: packet size = 5000 32-bits words

Config 3: bus frequency lowered around 65 MHz, packet size = 5000 32-bits
words




Use case 2 - Modem SoC

¢ Platform (Thales)

ARM946

RI > RISC Core
Interrupt: Multi-layer AHB interconnection matrix

Ctrl ARMS920
data mem.

Periph.
DMA

Timers

Periph.
bus
System bridge
timer Ext. mem. ARMS46
Ctrl 1 data mem.

VITERBI Int. RAM Ext. mem.
DECODER 16KB Ctrl 0 instr. mem. |

Cplgsyer& Communication interfaces: ARM946

instr. mem. |

Memory 3 4 3
Ctrl carg Ethemet USB Debug o L€ oo ygapy P10

(«prmg)

L.PIERRE, L.FERRO, Z.BEL HADJ AMOR, PBOURGON, J.QUEVREMONT: "Integrating PSL Properties into SystemC
Transactional Modeling - Application to the Verification of a Modem SoC". Proc. IEEE International Symposium on
Industrial Embedded Systems (SIES'2012)

Use case 2 - Modem SoC

» Some significant properties
A reading of the interrupt controller register IVR

(Interrupt Vector Register) clears the interrupt
request sent to the processor

The DMA generates an interrupt between two
transfer requests

There cannot be two consecutive DMA transfers
at the same address in memory before a
processor read

If the DDC has data to transfer, the DMA must
initiate a transfer




Use case 2 - Modem SoC

» Experimental results

120
100 -
® CPU time (w/o
80 checkers)
" CPU time (with
60 assertions w/o
NEW construct)
40 * CPU time (with
all checkers)
20— — — — -
0 - III :

15ms 25ms 35ms 45 ms 55ms

39

Use case 3 - Flight control

 Avionics Flight Control Remote Module
(Airbus)

e Wem Tem

DATA  CODE

F3 - DSP function

L.PIERRE, M.CHABOT: "Assertion-Based Verification for SoC Models and Identification of Key Events".
Proc. Euromicro Conference on Digital System Design (DSD'2017)

40




Use case 3 - Flight control

» Safety-related properties

Checksum computation must be performed every
CHECKSUM_PERIOD ms (the corresponding
result is stored in the register STATUS of the
DSP)

The software must read the content of STATUS
every CHECK PERIOD ms

When a checksum error is detected (wrong value
in STATUS), the DSP function must be deactivated
(within LIMIT ms)

Conclusion

¢ ISIS : runtime verification of system-level
temporal properties

o ...refined to be checked again at the RT level
L.PIERRE, Z.BEL HADJ AMOR: "Automatic Refinement of Requirements for Verification throughout

the SoC Design Flow". Proc. International Conference on Hardware/Software Codesign and
System Synthesis (CODES+/SS5'2013)

e OSIRIS : runtime verification of temporal
properties for embedded C programs — On-
going

M.CHABOT, K MAZET, L.PIERRE: "Automatic and Configurable Instrumentation of C Programs

with Temporal Assertion Checkers". Proc. ACM/IEEE International Conference on Formal Methods
and Models for Codesign (MEMOCODE'2015)




Conclusion

e OSIRIS : runtime verification of temporal
properties for embedded C programs

Software Temporal properties

=
N ¢
Y .
o

Instrumented software

ey [

Conclusion

e OSIRIS : runtime verification of temporal
properties for embedded C programs
Software Temporal properties

Example:

C It is always true that, if send_to_HW/(addr2,0x0,0x3) occurs, then

eventually the Boolean variable INTR is set

\ always((send_to_ HW#START () && send_to_HW.p#|==addr2

&& send_to HW.p#2==0x0 && send_to_HW.p#3==0x3)
/’%2 => eventually!(INTRH#SET () && INTR==1));
|
Instrumented software

T =]




