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Trace equality, observational determinism, noninference, declassification, …



A simple information flow policy

“All executions have the light on at the same time.”

“For all pairs of traces and all points in time, the light is “on” on
the one trace iff it is “on” on the other trace.”

Information flow properties compare multiple traces!

A simple information-flow property
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CTL
⇤
?

Syntax: ' ::= a | A' | E' | X' | G' | 'U' | . . .

Semantics: K |= A' iff for all p 2 Paths(K ) : p |= '

“All executions have the light on at the same time.” AA' ?
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HyperLTL

Quantifiers with trace variables: 8⇡.' 9⇡.'
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• Parallel monitoring

Monitoring

• Sequential monitoring

trace 1

trace 2

trace 3

trace 4

trace 1

trace 2

trace 3

trace 4



Parallel Monitoring
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Example: conference management system 
  

with      author and      pc traces
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„No paper submission is lost“:
• every submission (s) is visible (v) to every PC member
• when comparing two      pc traces, they must agree on v
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Monitor Construction

8⇡. 8⇡0. ( ⇡ ^ ⇡0) ! X G (s⇡ ! X v⇡0) ^
( ⇡ ^ ⇡0) ! X G (v⇡ $ v⇡0)

+

q0

q2
q1 q3q4

¬ ⇡ ^ ⇡0

¬s⇡
s⇡

v⇡0

v⇡0 ^ s⇡
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>
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The monitor runs in parallel over all permutations of the traces.
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Monitor template construction:
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Sequential Monitoring

• Naive approach: 
• Store growing set of traces
• Repeatedly apply parallel monitoring

• Memory explosion!
• Storing every trace leads to unbounded memory consumption

• Key: effective memory management
• trace analysis: discard traces that are dominated by other traces
• specification analysis: exploit symmetry, transitivity, reflexivity
• trace set representation: organize traces by prefix
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Trace Analysis: Dominance

Given 
• a universal HyperLTL formula φ,
• two traces t and t’, and
• a monitor automaton Mφ,
 

         t’ dominates t       if and only if 

Traces that are dominated by other traces in the stored trace set  
can safely be removed from the trace set.     

for all trace variables 𝞹,  
L(Mφ[t’/𝞹]) ⊆ L(Mφ[t/𝞹]).



Specification Analysis: Symmetry example

Observational determinism 
 
 
 
is symmetric, we can therefore omit symmetric monitor instantiations.

Symmetry - Example

For observational determinism

8⇡. 8⇡0. (O⇡ = O⇡0)W (I⇡ 6= I⇡0)

we check whether the following formula is valid:

8⇡. 8⇡0. (O⇡ = O⇡0)W (I⇡ 6= I⇡0)

$(O⇡0 = O⇡)W (I⇡0 6= I⇡)

) we can omit the symmetric monitor instantiations
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To prove the symmetry of observational determinism,  
we establish the validity of 
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Specification Analysis: Transitivity example

Output equality  
 
 
is symmetric and transitive, 
we therefore only need to store a single trace.

Transitivity - Example

For output-equality
8⇡. 8⇡0.O⇡ = O⇡0

we check whether the following formula is valid:

8⇡. 8⇡0. 8⇡00. (O⇡ = O⇡0) ^ (O⇡0 = O⇡00)

!(O⇡0 = O⇡000)

) it is su�cient to store one reference trace

23

To prove the transitivity of output equality,  
we establish the validity of 

Transitivity - Example

For output-equality
8⇡. 8⇡0.O⇡ = O⇡0

we check whether the following formula is valid:

8⇡. 8⇡0. 8⇡00. (O⇡ = O⇡0) ^ (O⇡0 = O⇡00)

!(O⇡0 = O⇡000)

) it is su�cient to store one reference trace

23

Transitivity - Example

For output-equality
8⇡. 8⇡0.O⇡ = O⇡0

we check whether the following formula is valid:

8⇡. 8⇡0. 8⇡00. (O⇡ = O⇡0) ^ (O⇡0 = O⇡00)

!(O⇡0 = O⇡000)

) it is su�cient to store one reference trace

23



Specification Analysis: Reflexivity example

Observational determinism 
 
 
 
is reflexive, we can therefore omit the reflexive monitor instantiations.

Symmetry - Example

For observational determinism

8⇡. 8⇡0. (O⇡ = O⇡0)W (I⇡ 6= I⇡0)

we check whether the following formula is valid:

8⇡. 8⇡0. (O⇡ = O⇡0)W (I⇡ 6= I⇡0)

$(O⇡0 = O⇡)W (I⇡0 6= I⇡)

) we can omit the symmetric monitor instantiations
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To prove the reflexivity of observational determinism,  
we establish the validity of 

Reflexivity - Example

For observational determinism

8⇡. 8⇡0. (O⇡ = O⇡0)W (I⇡ 6= I⇡0)

we check whether the following formula is valid:

8⇡. (O⇡ = O⇡)W (I⇡ 6= I⇡)

) we can omit the reflexive monitor

24



Trace Analysis - Example

{} {s} {} {} {} an author submits a paper

{} {} {s} {} {} another author submits a paper

{} {} {s} {s} {} an author submits two papers

{} {pc} {v} {v} {v} a pc observes 3 submissions
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common prefix!

Trace Set Representation: Common Prefixes



Trace Set Representation: Prefix trees
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Fig. 10: Hamming-distance preserving encoder: runtime comparison of naive
monitoring approach with di↵erent optimizations and a combination thereof.

o. Formally, we specify this property as the following HyperLTL formula:

8⇡18⇡2. (o⇡1 = o⇡2)W (i⇡1 6= i⇡2) ,

where i denotes all inputs except i. Intuitively, the formula asserts that for every
two pairs of execution traces (⇡1,⇡2) the value of o has to be the same until there
is a di↵erence between ⇡1 and ⇡2 in the input vector i, i.e., the inputs on which
o may depend.

We applied RVHyper in both versions to traces generated from the following
hardware designs (see [5] for details).

Example 4 (xor). As a first example, consider the xor function o = i� i0. In
the corresponding circuit, every j-th output bit oj is only influenced by the j-the
input bits ij and i0j .

Example 5 (mux). We consider a black box combinatorial circuit, guarded by
a multiplexer that selects between the two input vectors i and i0 and an inverse
multiplexer that forwards the output of the black box either towards o or o0.
Despite there being a syntactic dependency between o and i0, there is no semantic
dependency, i.e., the output o does solely depend on i and the selector signal.

When using the same example, but with a sequential circuit as black box,
there may be information flow from the input vector i0 to the output vector o
because the state of the latches may depend on it. We construct such a circuit
that leaks information about i0 via its internal state.

Example 6 (counter). Our last example is a binary counter with two input con-
trol bits incr and decr that increments and decrements the counter. The counter
has a single output, namely a signal that is set to one when the counter value
overflows. Both inputs influence the output, but timing of the overflow depends
on the number of counter bits.
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Fig. 11: Monitoring of black box circuits: runtime comparison of naive monitoring
approach with di↵erent optimizations and a combination thereof.

Table 2: Results of RVHyper v2 compared to RVHyper v1 on traces generated
from circuit instances. Every instance was run 10 times with di↵erent seeds and
the average is reported.

instance # traces # instances v1 # instances v2 time v1 time v2

xor1 18 222 18 12ms 6ms
xor2 1000 499500 127 16913ms 1613ms
count1 1636 1659446 2 28677ms 370ms
count2 1142 887902 22341 15574ms 253ms
mux 1000 499500 32 14885ms 496ms
mux2 82 3704 1913 140ms 27ms

5.3 Experimental Results: Parallel Input Model

In this subsection, we present experimental results of our optimizations for the
online algorithm in the parallel input model. As a first benchmark, we reused the
Hamming-distance preserving encoder example described above. We generated
500 traces of length 30. The results are depicted in Figure 12. The x-axis denotes
the probability that a bit of the trace is flipped. The most left hand side of the
scale means that 1 out of 10000 bits is flipped and the most right hand side of the
scale means that every second bit is flipped. As expected the trie optimization
has a major influence on the runtime of the monitoring algorithm as long as
the traces potentially share the same prefix. The specification analysis, however,
enhances the monitoring process regardless of a possible prefix equality.

6 Conclusion

We have presented automata-based monitoring algorithms for HyperLTL. We
considered three di↵erent input models, where the traces are either given in



Experiments (black-box circuit)

26 Finkbeiner, Hahn, Stenger, Tentrup

100 101 102 103
102

103

104

105

probability for bit flip ⇥10�4

ru
n
ti
m
e
in

m
se
c.

naive
specification analysis

trace analysis
both

trie naive
trie

Fig. 11: Monitoring of black box circuits: runtime comparison of naive monitoring
approach with di↵erent optimizations and a combination thereof.

Table 2: Results of RVHyper v2 compared to RVHyper v1 on traces generated
from circuit instances. Every instance was run 10 times with di↵erent seeds and
the average is reported.
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count1 1636 1659446 2 28677ms 370ms
count2 1142 887902 22341 15574ms 253ms
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5.3 Experimental Results: Parallel Input Model

In this subsection, we present experimental results of our optimizations for the
online algorithm in the parallel input model. As a first benchmark, we reused the
Hamming-distance preserving encoder example described above. We generated
500 traces of length 30. The results are depicted in Figure 12. The x-axis denotes
the probability that a bit of the trace is flipped. The most left hand side of the
scale means that 1 out of 10000 bits is flipped and the most right hand side of the
scale means that every second bit is flipped. As expected the trie optimization
has a major influence on the runtime of the monitoring algorithm as long as
the traces potentially share the same prefix. The specification analysis, however,
enhances the monitoring process regardless of a possible prefix equality.

6 Conclusion

We have presented automata-based monitoring algorithms for HyperLTL. We
considered three di↵erent input models, where the traces are either given in

trace generation: probability of bit flip x 10-4
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1 module counter(increase ,
2 decrease , overflow );
3 input increase;
4 input decrease;
5 output overflow;
6

7 reg[2:0] counter;
8

9 assign overflow = (counter
10 == 3’b111 && increase
11 && !decrease );
12

13

14 initial

15 begin
16 counter = 0;
17 end
18 always @($global_clock)
19 begin
20 if (increase && !decrease)
21 counter = counter + 1;
22 else if (! increase && decrease
23 && counter > 0)
24 counter = counter - 1;
25 else
26 counter = counter;
27 end
28 endmodule

Fig. 2: Verilog description of Example 3 (counter).
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Fig. 1: mux circuit with
black box

Input & Output. The input to RVHyper is a set of
traces where the propositions match the atomic propo-
sitions of the HyperLTL formula. For the following
experiments, we generate a set of traces from the Ver-
ilog description of several example circuits by random
simulation. If a set of traces violates the specification,
RVHyper returns a counter example.

Specification. We consider the problem of detect-
ing whether input signals influence output signals in
hardware designs. We write i 6; o to denote that the
inputs i do not influence the outputs o. Formally, we
specify this property as the following HyperLTL for-
mula:

8⇡18⇡2. (o⇡1 = o⇡2)W (i⇡1 6= i⇡2) ,

where i denotes all inputs except i. Intuitively, the formula asserts that for every
two pairs of execution traces (⇡1,⇡2) the value of o has to be the same until there
is a di↵erence between ⇡1 and ⇡2 in the input vector i, i.e., the inputs on which
o may depend.

Sample Hardware Designs. We apply RVHyper to traces generated from
the following hardware designs. Note that, since RVHyper observes traces and
treats the system that generates the traces as a black box, the performance of
RVHyper does not depend on the size of the circuit.

Example 1 (xor). As a first example, consider the xor function o = i� i0. In
the corresponding circuit, every j-th output bit oj is only influenced by the j-the
input bits ij and i

0
j .
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Table 2: Results of RVHyper v2 compared to RVHyper v1 on traces generated
from circuit instances. Every instance was run 10 times with di↵erent seeds and
the average is reported.

instance # traces # instances v1 # instances v2 time v1 time v2

xor1 18 222 18 12ms 6ms
xor2 1000 499500 127 16913ms 1613ms
count1 1636 1659446 2 28677ms 370ms
count2 1142 887902 22341 15574ms 253ms
mux 1000 499500 32 14885ms 496ms
mux2 82 3704 1913 140ms 27ms

5.3 Experimental Results: Parallel Input Model

In this subsection, we present experimental results of our optimizations for the
online algorithm in the parallel input model. As a first benchmark, we reused the
Hamming-distance preserving encoder example described above. We generated
500 traces of length 30. The results are depicted in Figure 12. The x-axis denotes
the probability that a bit of the trace is flipped. The most left hand side of the
scale means that 1 out of 10000 bits is flipped and the most right hand side of the
scale means that every second bit is flipped. As expected the trie optimization
has a major influence on the runtime of the monitoring algorithm as long as
the traces potentially share the same prefix. The specification analysis, however,
enhances the monitoring process regardless of a possible prefix equality.

6 Conclusion

We have presented automata-based monitoring algorithms for HyperLTL. We
considered three di↵erent input models, where the traces are either given in

1 module counter(increase ,
2 decrease , overflow );
3 input increase;
4 input decrease;
5 output overflow;
6

7 reg[2:0] counter;
8

9 assign overflow = (counter
10 == 3’b111 && increase
11 && !decrease );
12

13

14 initial

15 begin
16 counter = 0;
17 end
18 always @($global_clock)
19 begin
20 if (increase && !decrease)
21 counter = counter + 1;
22 else if (! increase && decrease
23 && counter > 0)
24 counter = counter - 1;
25 else
26 counter = counter;
27 end
28 endmodule

Fig. 2: Verilog description of Example 3 (counter).

mux

imux

i i
0

sel

o o
0

Fig. 1: mux circuit with
black box

Input & Output. The input to RVHyper is a set of
traces where the propositions match the atomic propo-
sitions of the HyperLTL formula. For the following
experiments, we generate a set of traces from the Ver-
ilog description of several example circuits by random
simulation. If a set of traces violates the specification,
RVHyper returns a counter example.

Specification. We consider the problem of detect-
ing whether input signals influence output signals in
hardware designs. We write i 6; o to denote that the
inputs i do not influence the outputs o. Formally, we
specify this property as the following HyperLTL for-
mula:

8⇡18⇡2. (o⇡1 = o⇡2)W (i⇡1 6= i⇡2) ,

where i denotes all inputs except i. Intuitively, the formula asserts that for every
two pairs of execution traces (⇡1,⇡2) the value of o has to be the same until there
is a di↵erence between ⇡1 and ⇡2 in the input vector i, i.e., the inputs on which
o may depend.

Sample Hardware Designs. We apply RVHyper to traces generated from
the following hardware designs. Note that, since RVHyper observes traces and
treats the system that generates the traces as a black box, the performance of
RVHyper does not depend on the size of the circuit.

Example 1 (xor). As a first example, consider the xor function o = i� i0. In
the corresponding circuit, every j-th output bit oj is only influenced by the j-the
input bits ij and i

0
j .

5
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satisfiability checks < 2sec

Experiments: Specification Analysis

symm trans refl
ObsDet1 8⇡.8⇡0. G (I⇡ = I⇡0) ! G (O⇡ = O⇡0) 3 7 3
ObsDet2 8⇡.8⇡0. (I⇡ = I⇡0) ! G (O⇡ = O⇡0) 3 7 3
ObsDet3 8⇡.8⇡0.(O⇡ = O 0

⇡)W(I⇡ 6= I 0⇡) 3 7 3
QuantNoninf 8⇡0 . . . 8⇡c . ¬((

V
i I⇡i = I⇡0) ^

V
i 6=j O⇡i 6= O⇡j ) 3 7 3

EQ 8⇡.8⇡0.G (a⇡ $ a⇡0) 3 3 3

ConfMan
8⇡8⇡0.

�
(¬pc⇡ ^ pc⇡0) ! XG (s⇡ ! v⇡0)

�

^
�
(pc⇡ ^ pc⇡0) ! XG (v⇡ $ v⇡0)

� 7 7 7

I preprocessing can be done in a couple of seconds with EAHyper

I saves tremendous amount of time during the monitoring process
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Fig. 9: Absolute numbers of violations in red (dotted), number of instances stored
in blue (dashed), number of instances pruned in green (solid) for 105 randomly
generated traces of length 100000. The y axis is scaled logarithmically.

traces. When increasing the requirements on the system, i.e., decreasing n, we
prune the majority of incoming traces with our trace analysis techniques.

Optimizations in Combination. We furthermore considered our optimizations in
di↵erent combination. Note that the trace analysis and the trie optimization are
not trivially combinable and we leave this as future work. As a first benchmark,
we monitored an encoder for its robustness against errors, i.e., a Hamming-
distance preserving encoder. That an encoder preserves a certain Hamming-
distance can be encoded as a universally quantified HyperLTL formula [9]. In
Fig. 10 we compare the running time of the monitoring optimizations presented
in this paper to the naive approach. We compare the naive monitoring approach
to the monitor using specification analysis and trace analysis, as well as a com-
bination thereof. We randomly built traces of length 50. In each position of
the trace, the corresponding bit had a 1% chance to be flipped. Applying our
techniques results in a tremendous speed up of the monitoring algorithm, where
the combination of specification analysis and trie optimization turns out to be
superior for this benchmark.

For our second benchmark, we considered a black box combinatorial circuit,
guarded by a multiplexer that selects between the two input vectors i and i0 and
an inverse multiplexer that forwards the output of the black box either towards
o or o0. We monitored whether there is a semantic dependency between the in-
and outputs (see [5] for details). With random simulation, we generated traces
of length 30. Fig 11 demonstrates that the specification analysis, if applicable,
is a valuable addition to both storage optimizations. Note that both axes are
log-scaled.

Use Case: Detecting Spurious Dependencies in Hardware Designs. The problem
whether input signals influence output signals in hardware designs, was consid-
ered in [5]. We briefly describe the input specification and the corresponding
hardware designs, before reporting the results of RVHyper v2 on those bench-
marks. We write i 6; o to denote that the inputs i do not influence the outputs

Experiments: Trace Analysis

8⇡. 8⇡0.G<n(I⇡ = I⇡0) ! G<n+c(O⇡ = O⇡0)
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Conclusions

• Sequential monitoring of hyperproperties more difficult  
than parallel monitoring: in principle unbounded memory 

• Effective optimizations:
• Trace dominance: substantially reduces number of stored traces
• Symmetry: omits at least half of the monitor instantiations
• Transitivity: reduces the instantiations to two
• Reflexivity: omits the reflexive monitor instantiations
• Prefix tree representation: dramatically reduces memory & runtime 

• Tools:
• RVHyper: runtime verification tool for hyperproperties
• EAHyper: satisfiability solver for hyperproperties

https://www.react.uni-saarland.de/tools/

https://www.react.uni-saarland.de/tools/
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